BNP PARIBAS

BNP PARIBAS, Romania Branch (with its
registered office at 46D-46E-48 Pipera Street,
Oregon Park, Building C, 6th Floor, District 2,
Bucharest, hereinafter referred to as 'Bank’)
hereby informs those entering the premises
about the following:

DATA PROTECTION NOTICE

CONCERNING THE OPERATION OF
CLOSED-CIRCUIT VIDEO SURVEILLANCE
CAMERAS

1.
Operator of the CCTV (video surveillance)
system

The cameras are operated by the Bank as
controller. Contact of the data protection
officer:

Rocsandra Chira
gdpr.desk.cib@bnpparibas.com

2.
Data processors

In accordance with article 28 of the GDPR, the
following entity will offer services as data
processor to the Bank: Ampli Systems, 90
Soarelui Str., Rosu, Ilfov.

At your request, the Bank shall provide you
with info on the personal data processed by
the data processors, the source of the data, the
purposes, legal basis and duration of the
processing, as well as the legal basis and
recipient of data transfers.

3.
Scope of the personal data processed

The CCTV system captures and records images
of persons entering the area monitored by the
cameras and the act of these people.
Accordingly, in addition to the employees of
the Bank, external visitors are also included in
the scope of data subjects.

The CCTV system does not record sounds.

BNP PARIBAS, Sucursala Romania (cu sediul
social la Soseauva Pipera, nr. 46D-46E-48, Oregon
Park, Cladirea C, Etajul 6, Sector 2, Bucuresti,
denumita in continuare ,Banca”) informeaza prin
prezenta persoanele care intra in incinta cu
privire la urmatoarele:

NOTIFICARE PRIVIND PROTECTIA DATELOR

PRIVIND OPERAREA SISTEMULUI DE
SUPRAVEGHERE VIDEO (CCTV)

1.
Operatorul sistemului CCTV (video
supraveghere)

Camerele sunt operate de Banca in calitate
de operator. Contactul responsabilului cu
protectia datelor - DPO: Rocsandra Chira -
gdpr.desk.cib@bnpparibas.com

2.
Persoane imputernicite

in conformitate cu articolul 28 din GDPR,
urmatoarea entitate va oferi servicii catre
Bancd in calitate de persoana
fmputernicita: Ampli Systems, Str. Soarelui
nr. 90, Rosu, Ilfov.

La cererea dumneavoastra, Banca va va
furniza informatii cu privire la datele cu
caracter personal prelucrate de catre
fmputerniciti, sursa datelor, scopurile,
temeiul juridic si durata procesarii, precum
si  temeiul juridic si  destinatarul
transferurilor de date.

3.
Scopul datelor cu caracter personal
prelucrate

Sistemul CCTV surprinde si inregistreaza
imaginile persoanelor care intrd in zona
monitorizata de camere si actiunile acestor
persoane. in consecintd, pe l4nga angajatii
Bancii, vizitatorii externi sunt de asemenea
inclusi in categoria persoanelor vizate.

Sistemul CCTV nu inregistreaza sunet.



BNP PARIBAS

4.
Purpose of managing the records

The Bank uses a CCTV system for the purpose
of protecting human life, psychical integrity
and property.

On a case-by-case basis, it may be necessary
to use the recordings for the purpose of
enforcing claims described by the local Labour
Code, or in order to investigate breaches that
infringe the rules of the Code of Conduct of the
BNP PARIBAS Group.

5.
Legal basis of managing the records

The legal basis for management of the
recordings is the legitimate interest of the
controller under Article 6(1)(f) of the EU
General Data Protection Regulation ('GDPR).
In order to justify the legitimate interest, the
Bank has prepared a balancing test.

6.
Duration and place of storage of records

Where records are not used, the Bank will
store the records for 30 days from the date of
recording.

The records are stored on the computer that
has the access control system installed, with
no connection to the network. Access to this
device is limited.

7.

Cameras used to make video records
The closed-circuit cameras are operating at
the following areas:

- CIBentrance

- ITG entrance

- Transfond closed room

- Emergency exit door

8.
Persons having access to the records

Data processing tasks are performed in
accordance with the following:

- The data processor stores the CCTV
footage on site and applies the
contractual retention rule. The
processor does not have routine
viewing rights, its role is limited to

4.
Scopul gestionarii inregistrarilor

Banca utilizeazd un sistem CCTV in scopul
protejarii vietii omului, a integritatii psihice
Si a proprietatii.

in functie de caz, poate fi necesara
utilizarea  inregistrarilor  in  scopul
exercitdrii drepturilor prevazute de Codul
Muncii local sau pentru a investiga
fncalcarile care contravin regulilor Codului
de Conduita al Grupului BNP PARIBAS.

5.
Temeiul juridic al gestionarii
inregistrarilor

Temeiul juridic  pentru  gestionarea
fnregistrdrilor este interesul legitim al
operatorului in temeiul Articolului 6(1)(f)
din Regulamentul General privind Protectia
Datelor (GDPR) al UE.

Pentru a justifica interesul legitim, Banca a
intocmit documentatia necesara.

6.
Durata si locul de stocare a
inregistrarilor

In cazul in care inregistrarile nu sunt
utilizate, Banca va pastra inregistrarile
timp de 30 de zile de la data inregistrarii.
Inregistrarile sunt stocate pe computerul
care are instalat sistemul de control al
accesului, fara conexiune la retea. Accesul
la acest dispozitiv este limitat.

7.
Camerele utilizate pentru realizarea
inregistrarilor video

Camerele de supraveghere inchisa
opereazd in urmatoarele zone:

- Intrarea CIB

- Intrarea ITG

- Camera Transfond

- Usa iesirii de urgenta

8.
Persoanele care au acces la inregistrari

Sarcinile de procesare a datelor sunt
indeplinite in conformitate cu urmatoarele:

- Persoana imputernicita stocheaza
imaginile CCTV la fata locului si
aplica regula contractuala de
retentie. Persoana imputernicitd
nu are drepturi de vizualizare de



technical hosting/maintenance of the
recording system.

- Only the designated users are allowed
to view live images, the Safety and
Security Responsible (2SE) and the
PPSM, using a dedicated, air-gapped
laptop. In exceptional circumstances,
external authorities or a Group/PF
internal investigation may be granted
access, but images are never
transferred to third-party vendors.

- When the Bank initiates an ethics or a
labour law related inquiry, the
members of the relevant committee
will have access to the personal data
required to conduct the procedure.

9.
Your data protection rights

The GDPR sets out in detail your data
protection rights and the available legal
remedies, as well as the restrictions thereof.
You can request information at any time about
your personal data that we manage. You can
request the rectification or the erasure of your
data, or the restriction of the processing. You
can also object to data handling based on a
legitimate interest. The most important
provisions are listed in our Data Protection
Notice:

BNP Paribas Romania Data Protection Notice

10.
Language of the present notice
The present notice is prepared in Romanian
and English. In case of any conflict between
the two versions, the Romanian version shall
prevail.

ruting; rolul sdu este limitat la
gazduirea  tehnicd/mentenanta
sistemului de inregistrare.

- Doar utilizatorii desemnati au voie
sd vizualizeze imaginile n direct,
respectiv. Responsabilul pentru
Siguranta si Securitate (2SE) si
PPSM, utilizand un laptop dedicat,
izolat de retea (air-gapped). in
circumstante exceptionale,
autoritatilor externe sau unei
investigatii interne de Grup i se
poate acorda acces, insa imaginile
nu sunt niciodata transferate catre
furnizori terti.

- Atunci cand Banca initiaza o
ancheta legata de eticd sau de
legislatia muncii, membrii comisiei
relevante vor avea acces la datele
cu caracter personal necesare
pentru desfasurarea procedurii.

9.
Drepturile dumneavoastra privind
protectia datelor

GDPR stabileste in detaliv drepturile
dumneavoastra privind protectia datelor si
remediile juridice disponibile, precum i
restrictiile acestora.

Puteti solicita informatii in orice moment
cu privire la datele dumneavoastra cu
caracter personal pe care le gestionam.
Cele mai importante prevederi sunt
enumerate in Notificarea noastra privind
Protectia Datelor: BNP Paribas Romania
Data Protection Notice.

10.
Limba prezentei notificari

Prezenta notificare este intocmita in limba
romana si engleza. In cazul oricarui conflict
intre cele doua versiuni, va prevala
versiunea in limba romana.


https://www.romania.bnpparibas.com/en/data-protection/

